NEWLANDS GIRLS’ SCHOOL
INFORMATION TECHNOLOGY

ACCEPTABLE USE AGREEMENT - INCLUDING ADVICE TO PARENTS

The school uses Information Technology equipment to support the curriculum and help girls extend their learning both
inside and outside the classroom. Access to this equipment and these resources is a privilege which, in the event of
improper use, can be withdrawn.

Please read the following sections carefully:

Equipment use in school

Only use the computers for educational purposes

Damaging, disabling, or otherwise harming the operation of computers, or intentionally wasting resources puts
your work at risk, and will cut short your time with the IT equipment.

If permitted, always check mobile equipment (e.g. laptops, tablet PCs, smartphones etc.) with antivirus software
and ensure they have been found to be clean of viruses before connecting them to the network. Always check
files brought in on removable media (CDs, flash drives etc.) with antivirus software and only use them if they are
found to be clean of viruses. It is students’ responsibility to keep antivirus software up to date.

Eating and drinking is expressly forbidden in any of the computer rooms, and in any rooms where computer
equipment is to be used.

Security and Privacy

Your student login details (username and password) are your own personal property and you are responsible for
keeping them private and secure. Use them to protect your work and your email account; do not share them with
anybody and never use someone else’s login.

Always be wary about revealing any personal information including your home address, telephone number, school
name, or picture on the Internet.

Once logged on, store only your own work on your area; do not store work or files for anybody else, or allow them
to store work or files for you.

To protect yourself and the systems, you should respect the security on the computers; attempting to bypass or
alter the settings may put you, your work, or other girls at risk.

Computer storage areas will be treated like school lockers. Your computer use may be reviewed by appropriate
staff members to ensure that you are using the system
appropriately, safely and responsibly.

Other computer users should be respected and should not be harassed, harmed, offended or insulted.

Internet/Intranet (general advice)

You should only access the Internet/Intranet for school activities.

Only access suitable material; using the Internet to obtain, download, send, print, display or otherwise transmit or
gain access to materials which are unlawful, obscene or abusive is not permitted.

Respect the work and ownership rights of people outside the school, as well as other students or staff. This
includes abiding by copyright laws.

People you contact on the Internet are not always who they seem. You should never meet with anyone contacted
through the internet.



Email/Messaging (general advice)

e Cyber bullying is dealt with in the same was as any other incident of bullying and is not tolerated at Newlands.
Messages sent between students outside school hours still constitute bullying.

e Emails and Teams messages are able to be seen by the IT manager and Leadership Team. You should only
send messages that you would be happy for your parents or carers to see.

e Be polite and appreciate that other users might have different views from your own. The use of strong language,
swearing or aggressive behaviour is as anti-social on the Internet as it is on the street.

e Only open attachments to emails if they come from someone you already know and trust. Attachments can
contain viruses or other programs that could destroy all the files and software on your computer.

e |f you receive an email containing material of a violent, dangerous, racist, sexual or inappropriate content, always
report such messages to a member of staff/trusted adult immediately. The sending or receiving of an emalil
containing content likely to be unsuitable for children or schools is strictly forbidden.

Internet advice for Parents/Carers

e Go online with your child and get involved. Search together for useful websites and get to know what Internet
resources your child uses. Learn from your child and get to know their online friends.

e Be proactive and caring and warn your child about the dangers of giving out their name, address, telephone number
and any other personal information, whether online or not.

e Discuss family and personal values and devise rules for responsible behaviour. Post the rules by the home computer
and check to see if they are complied with. At school, teachers will guide pupils on how to use the internet safely.
Outside school, families have the responsibility for such guidance.

e Please be aware that if a pupil uses Social Media platforms to harass, cause significant harm to another individual
(outside of school hours) or bring the school into disrepute, we may act in school to address such behaviour
and/or involve the police when appropriate.

e Itis wise to install filtering software and any parental controls that are provided by many commercial online
services, but above all else be vigilant.

Please sign below and once this is returned to school, access to the Internet will be permitted. If a student violates
these provisions, access to the Internet will be denied and disciplinary action will be taken. Additional action may
be taken by the school in line with existing policy regarding school behaviour. When appropriate, police or local
authorities may be involved.

| have read and support the INFORMATION TECHNOLOGY - ACCEPTABLE USE AGREEMENT

Student’s Name: Form:

Student’s Signature:

Parent’s/Carer’s Signature:

Date:




